
1

Data security: even the paranoid may not survive 

“Only the paranoid survive” was the title of a best selling book by Intel founder 

Andy Grove more than a decade ago.  But when it comes to the protection of 

private customer data, it seems that in today’s world even paranoia may not 

suffice.

Speaking at the PLUS annual conference in San Francisco on Thursday, Beazley 

underwriter Nick Economidis will describe an environment of “triple jeopardy” for 

organizations that hold private customer data. 

First, security breaches are proliferating.  In 2007, the Identity Theft Resource 

Center cataloged 446 incidents involving over 127 million records.  By October 

28, 2008, over 548 incidents had been documented.  The number of breaches 

has been increasing substantially year on year since 2005, when only 158 

incidents were recorded. 

One driver of the growth of data breaches has been the proliferation of ways in 

which data can be stored or transported, with larger volumes of data being held 

on ever smaller and more portable devices.  

Second, the cost of data breaches is high and rising.  Examples of costs incurred 

by companies after a data breach include $6.7 million for Wells Fargo, $15 million 

for Choicepoint, and a massive $256 million for the retail group TJX (reported 

respectively in the San Francisco Chronicle, Information Management Journal, 

and the Boston Globe).  The Ponemon Institute found in a recent study that the 

average cost of a data breach was $197 per record or over $6 million per 

incident. 

Forty four states now require consumer notification of data breach incidents and 

class action lawsuits also frequently result from such events.  “The costs,” Mr 

Economidis observes, “are far more significant than many companies recognize.” 
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Thirdly, organizations that expect their standard insurance to cover them may 

well be in for a shock.  Property damage coverage only applies to the loss of 

tangible property, and data is not “tangible.”  And most professional liability 

policies contain an “invasion of privacy” exclusion.  Finally, no traditional 

insurance covers notification costs.   

Add all these factors together and the value of dedicated network security and 

data privacy insurance becomes evident.  “Companies shouldn’t worry about ‘if’ 

an incident will occur,” Mr Economidis plans to tell PLUS delegates.  “They should 

plan for ‘when’ an incident occurs.” 

For further information, contact Nick Economidis at (215) 446 8462 or 

nicholas.economidis@beazley.com

This article first appeared on Advisen’s Special Edition Professional Lines Front 

Page November 6, 2008. 


